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Whitepaper

Ransomware attacks were at all-time highs in 2020. 
Remote workforces, higher payouts, and higher likelihood 
to receive a payout all contributed to this increase. 
Ransomware attacks increased worldwide by 62 percent 
between 2019 and 2020, and by 158 percent solely 
in North America. The FBI received 20 percent more 
complaints in 2020 compared to 2019. Plus, the cost of 
ransomware has skyrocketed to $29.1 million in 2020, an 
increase of over 200 percent compared to the year before 
($8.9 million).

Organizations are being targeted more frequently than 
individuals, both because they generate a much bigger 
potential payoff, and because more companies are 
opting to pay the ransoms than ever before, encouraging 
cybercriminals to continue to hold data hostage. Payouts 
increased by 171% in 2020, averaging $312,493 per 
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https://blog.sonicwall.com/en-us/2021/03/sonicwall-exposes-soaring-threats-historic-power-shifts-in-new-report/
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf
https://www.ic3.gov/Media/PDF/AnnualReport/2019_IC3Report.pdf
https://www.pbs.org/newshour/nation/why-ransomware-attacks-are-on-the-rise-and-what-can-be-done-to-stop-them
https://www.pbs.org/newshour/nation/why-ransomware-attacks-are-on-the-rise-and-what-can-be-done-to-stop-them
https://www.mass.gov/info-details/cybersecurity-news-and-events
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business. Cybercriminals are also getting more 
sophisticated, offering Ransomware-as-a-
service (RaaS) to make it even easier for the 
uninitiated to attack businesses. As such, it is 
a profitable business that only becomes more 
profitable and continues to change and grow 
each year. 

Managed Service Providers often assist clients 
with data restoration to avoid the downtime 
that can be caused by a ransomware attack. 
They also work with clients to improve their 
security posture overall so they can proactively 
protect against ransomware attacks. Here’s 
what your organization needs to know about 
ransomware and how cloud computing can 
help protect your critical systems and data.

What is Ransomware?
Not all ransomware is created equally. While 
there may be more than a hundred families, 
they all share three common traits:

1. The cybercriminal infects your computer, 
through a spear-phishing email or 

something similar (targeted at a specific 
employee) or a visit to a legitimate 
website infected with malicious code.  

2. They encrypt your files and demand 
payment (often in Bitcoin) to receive a 
decryption key.  

3. The decryption key is usually successful; 
however, it can depend on the honesty 
and follow-through of the cybercriminal.

How Files Get Infected with 
Ransomware 

The increase in ransomware attacks over 
time has also coincided with cybercriminals 
changing their tactics. Spam emails used 
to be the most popular way to spread 
malware, including ransomware. However, 
spam filters have taken the wind out of that 
approach. Now, hackers often use spear-
phishing, which targets an individual directly, 
instead of sending out a mass email. Out of 
the millions of emails analyzed by Cofense 
Phishing Defense Center (PDC), 12% delivered 
malware and 9.3% of reported messages were 
malicious (38% with only a URL and 36% 
with attachments). And the FBI says recent 
iterations target enterprise end users. 

Hackers most often use email phishing 
campaigns, software vulnerabilities, and 
RDP vulnerabilities to carry out ransomware 
attacks. Plus, malicious emails increased by 
600% as a result of COVID-19. Other sources 
of ransomware include social media, malicious 
advertising (even on trusted websites) and 
bold cold calls via phone where an attacker 
poses as a software vendor or IT provider 
and directly requests access to the user’s 
computer to resolve a purported problem, but 
instead installs ransomware. 

https://cofense.com/wp-content/uploads/2021/02/cofense-annual-report-2021.pdf
https://cofense.com/wp-content/uploads/2021/02/cofense-annual-report-2021.pdf
https://cofense.com/wp-content/uploads/2021/02/cofense-annual-report-2021.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware Guide_S508C.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware Guide_S508C.pdf
https://abcnews.go.com/Health/wireStory/latest-india-reports-largest-single-day-virus-spike-70826542
https://abcnews.go.com/Health/wireStory/latest-india-reports-largest-single-day-virus-spike-70826542
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While you may be able to find a 
workaround to lock screen ransomware, 
that’s not the case with file-encrypting 
ransomware. By the time you realize your 
files are encrypted and unreadable, or 
you find or receive a ransom note, the 
damage has been done. The work will be 
irreversible without the private decryption 
key held by the attacker. 

How You Know If You Have 
Been Hit By Ransomware

You likely won’t know you’ve been hit right 
away, but within seconds the ransomware 
virus will silently start encrypting your files— 
and files accessible via your network. The 
files are generally encrypted with a public 
encryption key in such a way that you cannot 
decrypt the files without the second key of the 
pair. You probably won’t get a ransom note 
until hours or days later when the encryption 
is complete. 

Dwell time is another factor to consider, which 
is the amount of time a hacker spends hiding 
in your network before being discovered. 

Over the past decade, average global dwell 
time has dropped from 416 days to just 24 
days. This sounds like good news on the 
surface – the longer a cybercriminal spends in 
your network, the greater chance they have 
infiltrated key files and will lock your systems. 
This decline can be partially attributed to 
the ability to detect threats more quickly. 
However, some attackers use identification 
to their advantage, publicizing data leaks in 
a “name and shame” strategy to extort more 
money from businesses whose reputations 
are at stake. 

There Are Two Main Types of Ransomware: 

Lock Screen and Encryption Ransomware 

Lock Screen Ransomware
Lock screen ransomware (or screen locker 

ransomware) is when a user is restricted from 
accessing files or logging in without providing 

payment, often showing up as a pop-up 
demand. With lock screen ransomware, you 

are unable to use the infected device.

Encryption Ransomware
With encryption ransomware, your data 

is present, but you aren’t able to read 
or access it because it is encrypted and 

scrambled. The cybercriminal will then ask 
for a ransom to unscramble the data. 

You likely won’t know 
you’ve been hit right 

away, but within 
seconds the ransomware 

virus will silently start 
encrypting your files.

https://content.fireeye.com/m-trends/rpt-m-trends-2021
https://content.fireeye.com/m-trends/rpt-m-trends-2021
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In the meantime, you may discover files that 
appear to be corrupted. Encrypted files cannot 
be read by any application. The first sign of 
damage may be error messages on your 
computer when opening files. If you’re being 
asked which application should be used for 
files you’re used to opening, that could be a 
sign of trouble.

When Internet of Things 
Devices Are Hit by 
Ransomware

Even smartphone apps and Internet of 
Things (IoT) devices can be infected with 
ransomware. We’ve come a long way since 
two hackers demonstrated a proof-of-concept 
of thermostat lock-screen ransomware at 
the 2016 Def Con conference in Las Vegas. 
Malware on IoT devices increased 700% since 
the start of the pandemic, and an IoT company 
fell victim to ransomware in March 2021. 

However, the hacking at Def Con still serves 
as a powerful reminder of more that could 
come. Imagine cybercriminals cranking up the 
building’s heat in the summer or turning it off 
when it’s freezing outside, and then locking 
the device until the ransom is paid with 
Bitcoin. Like a small computer, the hackers’ 
off-the-shelf smart thermostat ran a version 
of Linux and had a user input and an SD card. 
The device was especially vulnerable because 
the firmware was readable and the code ran 
from the root. 

The introduction of Mirai—a malware and 
botnet combination—has introduced even 
more complexity into the ransomware 
arena. This virus can compromise a wide 
range of Internet of Things (IoT) devices, 
including DVRs, security cameras and network 
gateways. As with much of the more recent 
distributed denial of service (DDoS) botnet 
malware, once a device is infected with Mirai, 
an attacker gains full control of the device and 
can use it for denial of service attacks— or 
potentially hold it for ransom.

What Data Is Most Likely to 
Be Held Hostage? 

More than one-third of organizations worldwide 
have experienced a breach or ransomware 
attack in the past 12 months, according to 
a study by IDC in 2021. While the incident 
rate is much lower in the United States (7%) 
compared to worldwide rate (37%), companies 
are continuing to encourage ransomware, 
with only 13% reportedly not paying the 
ransom. For those who have been attacked 
once, they are more likely to have experienced 
“multiple ransomware events.”

The manufacturing and finance industries are 
at the highest risk for ransomware attacks, 
while transportation, utilities/media, and 

https://www.helpnetsecurity.com/2021/07/20/iot-malware-attacks-rose/
https://threatpost.com/ransomware-iot-sierra-wireless/165003/
https://www.idc.com/getdoc.jsp?containerId=prUS48159121
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communication are at the bottom of the list. 
The good news? Only 18% of the data accessed 
by hackers was considered sensitive and 
confidential. Still, the cost of downtime, even 
without compromised sensitive data, can be 
detrimental.

How Much Does Ransom 
Cost?

Some organizations are being targeted for 
high ransom amounts. A 2021 study by 
Sophos found that the average ransom for 
midsize organizations is $170,404. And the 
average cost of rectifying one of these attacks, 
including downtime, cost of the device, 
network, and people, and opportunities lost, 
can cost much more. IBM’s Cost of a Data 
Breach Report found that the average total 
cost of a ransomware breach, not including 
the ransom, was $4.62 million.

Unfortunately, the FBI reports that even if 
payment is made, the decryption key provided 
by the perpetrator to unlock the files may not 
work due to system configuration issues. Or 
the perpetrators may not provide the key after 
receiving the money and instead follow up 
with a second ransom demand. The Sophos 

study found that only 65% of encrypted data 
gets restored on average. 

Backups May Not Be Enough  

When dealing with a ransomware threat, a 
key point is to ensure business continuity 
by backing up data regularly and testing the 
backups periodically. Any backups, including 
cloud backups, need to be secured in a 
way that they are inaccessible to spreading 
ransomware virus. Many ransomware 
infections will encrypt any accessible data 
including external storage, USB drives and 
mapped and unmapped network drives. 
Immutable storage, storage that can’t change 
or deleted after creation, and air gapping, a 
method that creates a separation between 
systems by placing them on different 
networks, can both help prevent spread.

Having a secure and validated data backup 
program is the easiest way to avoid having 
to pay ransom. Even then, it typically takes 
40 employee hours to replace the stored data, 
according to survey respondents. Preparing 
in advance with a business continuity plan, 
disaster recovery plan, and the help of a 
company with cloud security and disaster 

More than one-third of 
organizations worldwide 

have experienced a 
breach or ransomware 

attack in the past 12 
months, according to a 
study by IDC in 2021.

https://www.vice.com/en/article/jg84q3/a-third-of-global-companies-have-experienced-ransomware-attack-survey-finds
https://www.vice.com/en/article/jg84q3/a-third-of-global-companies-have-experienced-ransomware-attack-survey-finds
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469
https://www.tierpoint.com/blog/mitigating-ransomware-attacks-with-secure-data-and-storage/
https://www.tierpoint.com/blog/top-3-faqs-about-cloud-based-disaster-recovery/
https://go.sentinelone.com/rs/327-MNM-087/images/Ransomware Research Data Summary 2018.pdf
https://www.idc.com/getdoc.jsp?containerId=prUS48159121
https://www.idc.com/getdoc.jsp?containerId=prUS48159121
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recovery expertise can help you avoid the 
headache of ransomware and other security 
breaches—and help you to ensure faster 
mitigation and recovery if your organization is 
attacked.

Machine Learning: Taking 
a Bigger Step to Stop 
Ransomware

Many of the respondents on a Cybereason 
survey (53%) reported that their brand suffered 
after experiencing a ransomware attack. 
Thirty-two percent lost leadership either via 
resignation or dismissal after an event. And 
even for those who had cyber insurance, 42% 
found that it did not cover all of their losses. 
Sixty-six percent of respondents suffered 
a significant loss in revenue as a result of 
a ransomware attack. Although Security 
Information and Event Management (SIEM) 
solutions stop many attacks, attackers know 
how SEIM solutions operate, so they can work 
around them.

Machine learning techniques available 
today in cloud computing solutions such as 
Microsoft Azure can provide protection against 

both known and potentially never-before-
seen ransomware and other breaches that 
may make it past antivirus and SIEM systems. 
Machine learning allows organizations to track 
the normal behavior of internal and external 
users and typical traffic patterns — and act 
when behavior differs even subtly from what 
is expected. For example, if a user doesn’t 
usually encrypt, copy or delete large numbers 
of files, it’s a red flag if they attempt to do 
so. You can bring much more power to your 
ransomware deflection efforts when you have 
adaptive systems in the cloud.

Limiting the Reach of a 
Ransomware Infection

It’s best to assume your infrastructure will be 
breached by malware such as ransomware, 
and plan accordingly. If ransomware gets to 
your network, there are ways to limit its reach. 
For example, it is best to assume credentials 
will be compromised and assign roles based 
on the least privilege required to complete a 
task and no more. Multi-factor authentication 
can also prevent damage from a phished 
username/password pair, and machine 
learning can be applied to anticipate if a user 
access attempt is legitimate. 

With security protocols and technologies 
smartly designed and implemented, even 

Two thirds of businesses 
said they suffered a 
significant revenue 
loss because of a 

ransomware attack.

https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Research_2021.pdf
https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Research_2021.pdf
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• Data protection – Data or applications 
need to be restored, but recovery time 
objectives (RTO) can be longer (perhaps 
one day) 

• Disaster recovery – Data recovery needs 
are urgent, with RTO/RPO of minutes to 
seconds

Whether your systems go down due to 
power loss, user error, natural disaster or 
ransomware, the result can be devastating. 
The best disaster recovery plans use both 
backup and replication. A backup is a copy of 
your data at a point in time. Backups provide 
good long-term storage but are limited to 
the snapshot of data stored at the time of 
the backup. Replication can meet much 
lower recovery time (RTO) and recovery point 
objectives (RPO). Replication runs a mirror 
image of your data operations and can take 
over at the moment of failure. Failover to a 
replicated site can keep a business running 
with little to no downtime. Regular failover 
testing is essential to ensure your systems will 
return to production levels in the timeframe 
and with the data quality desired after a 
ransomware attack.

when a threat actor gets in, it’s possible 
to prevent or minimize damage. With 
proper segmentation, security zones isolate 
elements and prevent the lateral movement 
of attackers. In a best practices zero-profile 
implementation, cloud firewall policies will 
be architected to prevent all inbound and 
outbound connectivity on all ports by default. 
The security profile will then be modified to 
provide services with the minimum required 
connectivity.

Even with protection in place, early detection 
is key. TierPoint’s Extended Detection and 
Response (XDR) works to identify and profile 
potential threats, while recommending the 
proper response. Having a two-pronged 
approach – preventative security and early 
threat identification and removal – makes for 
a stronger strategy than only focusing on one 
side of potential issues. You can also work to 
identify and eliminate threats via: 

• Antivirus software 
• Intrusion detection/protection (IDS/IPS)
• Next-generation firewall (NGFW)
• Email security 

Backups, Replication and 
Disaster Recovery Plans

Having a secure and validated data backup 
program is the easiest way to avoid having to 
risk paying to decrypt files rendered unusable 
by crypto-ransomware. It’s important that 
your backup and replication plan meets the 
unique needs of your organization to ensure 
business continuity. This could exist on the 
spectrum anywhere from data durability to 
disaster recovery.

• Data durability – Data is needed for 
compliance or archiving, but might not 
ever be touched  

Having a secure and 
validated data backup 
program is the easiest 
way to avoid having to 
risk paying to decrypt 

files rendered unusable 
by ransomware.
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Resources
• Disaster Recovery as a Service Solutions Brief:  

http://www.tierpoint.com/wp-content/uploads/2016/11/SOLUTIONS-BRIEF-DRaaS1.pdf 

• FBI Ransomware Prevention and Response for CISOs:  
https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf/view 

• PBS Newshour: Why ransomware attacks are on the rise - and what can be 
done to stop them  
https://www.pbs.org/newshour/nation/why-ransomware-attacks-are-on-the-rise-and-what-can-be-
done-to-stop-them 

• Federal Government Resource: How to Protect Your Networks from Ran-
somware  
https://www.justice.gov/criminal-ccips/file/872771/download

• SonicWall: Cyber Threat Report  
https://blog.sonicwall.com/en-us/2021/03/sonicwall-exposes-soaring-threats-historic-power-shifts-
in-new-report/ 

• FBI: 2019 Internet Crime Report  
https://www.ic3.gov/Media/PDF/AnnualReport/2019_IC3Report.pdf 

• FBI: 2020 Internet Crime Report  
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf

• Cofense – Annual State of Phishing Report 2021  
https://cofense.com/wp-content/uploads/2021/02/cofense-annual-report-2021.pdf

• CISA Ransomware Guide - September 2020  
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.
pdf 

• ABC News: The Latest: UN warns cybercrime on rise during pandemic 
https://abcnews.go.com/Health/wireStory/latest-india-reports-largest-single-day-virus-
spike-70826542 

• M-Trends 2021: Fireeye Mandiant Services Special Report  
https://content.fireeye.com/m-trends/rpt-m-trends-2021

• Help Net Security: IoT malware attacks rose 700% during the pandemic 
https://www.helpnetsecurity.com/2021/07/20/iot-malware-attacks-rose/ 

• ThreatPost: Ransomware Attack Foils IoT Giant Sierra Wireless 
https://threatpost.com/ransomware-iot-sierra-wireless/165003/ 

• IDC Survey Finds More than One Third of Organizations Worldwide Have 
Experienced a Ransomware Attack or Breach – August 2021  
https://www.idc.com/getdoc.jsp?containerId=prUS48159121

• A Third of Global Companies Have Experienced Ransomware Attack, Survey 
Finds – VICE August 2021  
https://www.vice.com/en/article/jg84q3/a-third-of-global-companies-have-experienced-ransom-
ware-attack-survey-finds

• How Much Does a Data Breach Cost? – IBM 2021  
https://www.ibm.com/security/data-breach

• Ransomware: The True Cost to Business – Cyberreason 2021  
https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Re-
search_2021.pdf

• SentinelOne: Global Ransomware Study 2018  
https://go.sentinelone.com/rs/327-MNM-087/images/Ransomware%20Research%20Data%20
Summary%202018.pdf 

• Sophos: The State of Ransomware 2021  
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-
wp.pdf?cmp=120469 

Disaster Recovery as a Service (DRaaS) goes 
beyond traditional disaster recovery. DRaaS 
manages a variety of backup and replication 
systems—in the cloud, co-located and in 
your own data center—unifying all under a 
common interface to reduce complexity and 
improve resilience when you need to restore 
or failover. 

It’s Time to Act

Most tech executives agree that they lack 
the necessary skills internally to keep their 
systems and data secure. Organizations 
that put off mitigating a security risk such 
as ransomware to a later date often never 
deal with it at all. Consider whether your 
organization has the expertise and the current 
bandwidth to ensure you don’t become a 
ransomware statistic.

A managed services provider can work 
closely with your organization to identify 
your key challenges and objectives and to 
map out a cost-effective plan that provides 
your company with a secure, compliant, 
robust, and flexible IT architecture that grows 
with you and blocks ransomware and other 

attacks. Managed security services, including 
multifactor authentication, extended detection 
and response, web application firewall (WAF), 
access control, endpoint protection, next 
generation firewall (NGFW), and security 
awareness & training programs can help keep 
your organization protected from ransomware 
and other cybersecurity threats.

http://www.tierpoint.com/wp-content/uploads/2016/11/SOLUTIONS-BRIEF-DRaaS1.pdf  
https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf/view  
https://www.pbs.org/newshour/nation/why-ransomware-attacks-are-on-the-rise-and-what-can-be-done-to-stop-them  
https://www.pbs.org/newshour/nation/why-ransomware-attacks-are-on-the-rise-and-what-can-be-done-to-stop-them  
https://www.justice.gov/criminal-ccips/file/872771/download 
https://blog.sonicwall.com/en-us/2021/03/sonicwall-exposes-soaring-threats-historic-power-shifts-in-new-report/  
https://blog.sonicwall.com/en-us/2021/03/sonicwall-exposes-soaring-threats-historic-power-shifts-in-new-report/  
https://www.ic3.gov/Media/PDF/AnnualReport/2019_IC3Report.pdf  
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf 
https://cofense.com/wp-content/uploads/2021/02/cofense-annual-report-2021.pdf 
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf  
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf  
https://abcnews.go.com/Health/wireStory/latest-india-reports-largest-single-day-virus-spike-70826542  
https://abcnews.go.com/Health/wireStory/latest-india-reports-largest-single-day-virus-spike-70826542  
https://content.fireeye.com/m-trends/rpt-m-trends-2021 
https://www.helpnetsecurity.com/2021/07/20/iot-malware-attacks-rose/  
https://threatpost.com/ransomware-iot-sierra-wireless/165003/  
https://www.idc.com/getdoc.jsp?containerId=prUS48159121 
https://www.vice.com/en/article/jg84q3/a-third-of-global-companies-have-experienced-ransomware-attack-survey-finds 
https://www.vice.com/en/article/jg84q3/a-third-of-global-companies-have-experienced-ransomware-attack-survey-finds 
https://www.ibm.com/security/data-breach 
https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Research_2021.pdf
https://www.cybereason.com/hubfs/dam/collateral/ebooks/Cybereason_Ransomware_Research_2021.pdf
https://go.sentinelone.com/rs/327-MNM-087/images/Ransomware%20Research%20Data%20Summary%202018.pdf 
https://go.sentinelone.com/rs/327-MNM-087/images/Ransomware%20Research%20Data%20Summary%202018.pdf 
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469  
https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469  
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