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Block Malicious Botnets

Our enhanced botnet 
protection detects, blocks and 
reports any malicious botnet 
communication.

Detect Suspicious 
Behavior 

Our Host-Based Intrusion 
Prevention System monitors 
system activity and uses a 
predefined set of rules to 
recognize and stop suspicious 
system behavior. 

Protect Against 
Ransomware Attack

An additional layer of defense 
protecting users from 
ransomware, that monitors and 
evaluates all applications based 
on behavior and reputation, 
that detects and blocks 
processes that resemble the 
behavior of ransomware.

A single layer of defense is not enough for the constantly evolving threat 
landscape. CleanIP AV has the ability to detect malware pre-execution, 
during execution and post-execution.

Cybersecurity is constantly evolving with new attack methodologies and never before 
seen threats. Attacks and breaches targeting businesses have continued to escalate at 
unprecedented rates. Companies and security professionals must work in close alignment 
to better address data privacy, as well as validate that security controls are offering 
necessary protection of critical assets.

TierPoint’s CleanIP AV provides advanced protection for your company’s data with 
continuous safeguarding against viruses, spam and malware for workstations and servers 
for Windows and Linux. A multilayered protection, CleanIP AV combines machine learning 
for the best level of protection possible and is constantly adjusting and updating to provide 
the best balance of detection, false positives and performance.
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A Full Suite of Expertise and Managed Services

Along with private, public, multitenant, and hybrid clouds, TierPoint offers an extensive 
portfolio of managed services and data center solutions. As your IT strategy evolves, we 
meet you where you are and help you along your journey.
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About TierPoint 
A leading national provider of hybrid IT solutions, TierPoint helps organizations drive performance 
and manage risk. No U.S. provider comes close to matching TierPoint’s unique combination of 
thousands of clients; more than 40 edge-capable data centers and 8 multitenant cloud pods 
coast to coast; and a comprehensive portfolio of cloud solutions, colocation, disaster recovery, 
security and other managed IT services. With white-glove customer service, TierPoint professionals 
customize and manage agile solutions that address each client’s unique needs.

Reimagine Security 
Protection
Let us help you improve your security 
protection with CleanIP AV.  
Call 844.267.3687, email  
sales@tierpoint.com or  
visit tierpoint.com to find out more.

Increase Visibility

Gain real-time network 
security visibility, with weekly 
and customized reporting 
capabilities, and security 
management from a single 
screen. 

Strengthen Your Team

Our team of specialized 
security professionals help with 
installation and with defining 
the security configuration 
policies your business needs. 
We deliver 24x7 administration 
support and continuous 
security monitoring to 
safeguard your data and meet 
compliance regulations.

Shield Your Network

Network Attack Protection 
improves detection of known 
vulnerabilities at the network 
level. A layer of protection 
against spreading malware, 
network-conducted attacks, and 
exploitation of vulnerabilities 
for which a patch has not yet 
been released.

Security Management 
Center

All Clean IP endpoint solutions 
are managed from a single 
pane of glass - Security 
Management Center - where 
you can access stats, reporting 
and configure policies.


